Abstract. For the present efforts in dynamic IT outsourcing environments like Grid or Cloud computing security and trust are ongoing issues. SLAs are a proved remedy to build up trust in outsourcing relations. Therefore, it is necessary to determine whether SLAs can improve trust from the perspective of the outsourcing customer by integration of security measures. The conducted survey indicates that customers see SLAs as an approach to increase their level of trust in IT outsourcing partners. In addition, security measures in SLAs are of high relevance to support trust but not yet integrated appropriately. However, SLAs are very important for the technology transfer of eScience projects in Grid computing. Again, Grid based outsourcing of biomedical IT services requires security measures in SLAs. Thus, the technology transfer process of dynamic IT outsourcing infrastructures requires adequate SLAs in order to be successful.
Introduction
Present efforts towards Grid and Cloud computing infrastructures are, by their very nature, economically oriented efforts for outsourcing of particular tasks to another economic entity which is specialized in the respective field [2, 3] . In fact, the ad hoc character of connecting entities is the difference to previous ways of IT outsourcing e.g. hosting. Accordingly, the outsourcing concepts of Grid and Cloud Computing provide more flexibility in multi-institutional IT integration [4] . In Grid and Cloud computing environments the customer is intended to receive IT service power on demand [3] . This is to be described in more generic terms as: dynamic IT outsourcing (DITO). Presently, the exact term "dynamic IT outsourcing" is not yet wildly mentioned but definitely hits the heart of the matter [5] [6] [7] .
A major issue for the service customer in outsourcing IT is trust in the reliability of the service provider [8] . The lack of physical access to outsourced resources is a predominant reason for that trust issue [9] . Besides, trust is a continuous research topic in information management [1, 10] (see also Fig. 1 ). In particular, establishing trust in virtual environments relies on security measures [11] .
To determine and negotiate quality of service (QoS) in DITO environments Service Level Agreements (SLAs) are necessary [12] . In addition, SLAs are essential for a successful results by IT outsourcing [13] . The character of DITO implies on demand negotiation of these SLAs. In this context frameworks and mechanisms for automatic SLA management have been developed [14, 15] . Nevertheless, the security issue has not been addressed in this context to a large extent because security measures in SLAs are not integrated yet [16] . Consequently, there is still a lack of trust in dynamic IT outsourcing services. In order to achieve higher economic efficiency by improved resource usage the integration of security measures in SLAs has, however, to be developed [4, 17] .
The German D-Grid initiative [18] includes general infrastructure services like accounting or monitoring offered by academic service providers. Unfortunately, SLAs between these service providers and those who offer profession related services are not yet established. For instance, several biomedical Grid services require high security standards due to processing of human identifying data [19] . Such standards include the confidentiality of accounting data as well. Accounting data can support identifying patients when being revealed to a third party under particular circumstances. Thus, the biomedical Grid computing project Services@MediGRID [20] is going to establish a contractual SLA with the D-Grid accounting service provider to achieve a successful technology transfer. Technology transfer means transfer of a scientific result to the "real world" [21] . In essence, successful technology transfer requires trust to be established between biomedical researchers and service providers.
In the given context it is necessary to determine the perception of SLAs by service customers and whether SLAs enable trust in DITO relationships. In addition, the opinion on the topic of security in SLAs is required to be considered. From the introduction the following hypotheses are being derived: 
Materials and Methods
In order to get an overview at the opinion of service customers with regard to security measures in SLAs and trust a quantitative survey has been conducted. The primary objective is to verify the hypotheses H1 and H2 as well as adjacent concerns. Therefore, present and potential customers of Cloud or Grid computing services are being queried.
Choice of Survey Location and Survey Process
As survey location the CeBIT (http://www.cebit.de) 2010 was chosen, due to its attraction to IT experts from all over the world. The survey has been conducted on March, 4 th 2010. Additionally, Cloud computing was one of the major topics of the CeBIT exhibition in 2010. This increases the probability of encountering entities of the target group: Cloud computing customers as well as potential Cloud computing customers.
To increase the probability to encounter relevant entities the survey location was restricted to areas near exhibition booths of Cloud computing providers. In these areas randomly picked people have been interviewed. For improved results leisure visitors were excluded. The survey was conducted by two persons whose location was changed in the exhibition area.
Questionnaire Design
For design of the questionnaire and evaluation of the answers the software GrafStat was applied. GrafStat supports designing questionnaires, collecting answers as well as statistical analysis of the results (http://www.grafstat.de). Further analysis and graphical output of contingency tables was produced with the statistics tool R (http://www.r-project.org).
Achieving results in a direct survey requires a questionnaire which can be completed by the respondents within 2 to 3 minutes. Therefore, a maximum of 12 questions was set. For a quantitative survey multiple-choice answers were used for practical reason. Since Grid and Cloud computing are more commonly known, these terms were chosen as representatives for dynamic IT outsourcing. The structure of the questions begins with a general perspective by asking whether the respondent already uses Cloud or Grid computing services or not. This is intended to examine the familiarity with the respective central topic. The survey has an unspecified character with regard to particular occurrences of dynamic IT outsourcing. Thus, all three layers of IT outsourcing are encompassed: 1. Software-asa-Service (SaaS), 2. Platform-as-a-Service (PaaS), and 3. Infrastructure-as-a-Service (IaaS) [22] .
Question Q2: How much do you trust Cloud or Grid Computing services by external providers?
Trust as a contemporary issue in dynamic IT outsourcing is queried by a range of high, neutral, and low level of trust in external providers.
Question Q3: Would you agree that Service Level Agreements support trust in Cloud or Grid Computing providers?
The question regarding trust in Q2 is followed by the narrowing question whether SLAs support trust in the service of dynamic IT outsourcing providers.
Question Q4: From your point of view, are Service Level Agreements supporting transparent specifications of costs and services?
In any case the transparent definition of costs and service parameters is a major concern when defining an SLA. Therefore, this topic is required to be considered.
Question Q5: Are technical and legal contents of SLA documents you have read clearly described and easy to understand?
Because the language of SLAs consists of both technical and legal expressions and wording it is necessary to include the apprehension of the respondents. The understanding of the contents depends on the qualification / background as well as clarity. Here both scopes need to be queried separately whether they are clear to the respondent or not.
Question Q6: Are transparent evaluation and report methods applied by service providers?
For DITO customers it is important to determine the QoS. In this context the service provider is required to offer a transparent evaluation solution. For decision makers the data produced by the evaluation solution is usually prepared as a report. In order to be able to make profound decisions the quality of the evaluation data is crucial. Consequently, the quality of the QoS evaluation process and its transparency to the customer is a relevant aspect.
Question Q7: Related to your experience, are Service Level Agreements designed flexibly in order to be adjusted to technical innovations or changes in processes?
Technological advancement requires adjustment of respective business processes. Accordingly, it is compulsory to design SLAs to be easily adapted to future changes. If an SLA is designed to be adaptive, it will not be necessary to sign a whole new version of the document. Changes will be applied to the existing document by mutual agreement. This reduces administrative efforts.
Question Q8: Do you have experience in machine-negotiated Service Level Agreements in dynamic infrastructures like Cloud or Grid Computing?
As mentioned in the introduction, SLAs in dynamic IT outsourcing environments are proposed to be managed by the IT infrastructure itself. Because this is a rather new way of dealing with SLAs, the familiarity with automated SLAs is a relevant question to ask.
Question Q9: Are machine-negotiated Service Level Agreements able to establish the same level of trust as paper-based contracts?
For instance, German and U.S. law do not stipulate that a contract needs to be in writing. Contracting relationships, being signed by using IT devices e.g. via click on a URL, are accepted. Nonetheless, trust and written contracts might closely go together. Therefore, it is necessary to evaluate whether automated SLAs can fulfill the same degree of trust.
Question Q10: How would you measure the relevance of the topic "Security" in Service Level Agreements regarding Cloud or Grid Computing services?
As mentioned in the introduction, trust can be established by offering adequate security in relation to the according product or service. Security in DITO can be ensured e.g. by specification of data handling procedures or certification of the provider by a neutral institution. Based on the security measures the customer has the ability to assess the Security of Service (SoS). However, SLAs are able to include security measures and to ensure their application. To validate hypothesis H1, a range of high, neutral, and low level of relevance is queried. Because security is a concern regardless of the location of the supplier [23] , differences between international and national IT outsourcing is not necessary here.
Question Q11: From your point of view, is the topic "Security" in Service Level Agreement handled with an adequate amount of importance? (e.g. the definition of preventive measures based on the workflows or risk management processes)
Addressing the introduced lack of consideration of security in SLAs it is vital to validate hypothesis H2. Security parameters can be addressed via definition of requirements, respective workflows and risk management procedures.
Question Q12: What do you expect from the use of Cloud or Grid Computing and what advantages do you see for your company?
After all, it is relevant what opportunities in dynamic IT outsourcing the respondents see for themselves or their company. Since the answers cannot be predicted or should be restricted, the type of answer is defined as free text.
The defined scales in Q2 and Q10 are represented by values: 3 = high, 2 = neutral, 1 = low based on the Likert-scale question style [24] . With the definition of numeric values average and median can be determined. Q5 aims at two different subtopics, the legal and the technical perspective and is therefore implemented as a ordinalpolytomous question type [25] . For Q1, Q3 and Q4, Q6 to Q9 as well as Q11 the dichotomous question type was applied [26] .
Evaluation Methodology
The methodology is based on descriptive statistics in order to analyze the quantitative data. Descriptive statistics encompass the investigated frequencies of occurrence and mean values [27] .
In addition, the quantitative data is categorized due to the design of the questionnaire which subdivides the respondents into two major groups. These groups are defined by Q1 as experienced and not experienced DITO customers. Based on contingency tables coherences within the data were analyzed [28] . Moreover, mosaic diagrams are used for optimal representation of the contingency table results [29] .
Results
The results are described in two parts. The first part outlines the general results from the questions. In the second part relevant cross reference results are presented.
General Survey Responses
Within the survey 75 questionnaires were filled out in total. A majority of 57.3 % of the participants already uses Cloud or Grid computing services (see Q1 in Table 1 ). Furthermore, 36.0 % of the respondents show high confidence in external DITO providers. Further 46.7 % express a neutral and 16.0 % a low degree of trust (see Q2 in Table 2 ). On the scale from 1 (low) to 3 (high) the average degree of trust equals 2.20 according to the 74 received answers. This indicates that a majority of the participants trust IT outsourcing partners. A positive coherence between SLAs and trust in IT outsourcing relationships is confirmed by a major share of 73.3 % of the participants (see Q3 in Table 1 ). This supports the initial assumption. Moreover, 50.7 % positive results indicate that SLAs are implemented with transparent cost and service definitions (see Q4 in Table 1) . Still yet, 38.7 % of the replies show the opposite. Consequently, transparency is still an issue but not a major one.
With regard to the clarity of SLA contents 29.3 % of the respondents are positive about the legal details while 46.7 % do not share the same opinion (see Q5 in Table  3 ). According to technical details, 54.7 % are positive about the technical contents while 22.7 % are not. The results evidently show a lack of legal clarity to the customers in SLA documents. Unfortunately, Q5 was not answered 12 times and 11 times partially responded. From the 11 partial answers, 6 legal and 5 technical answers have been skipped.
Transparent evaluation measures and reports are offered by service providers in the opinion of 44.0 % of the interviewed CeBIT visitors whereas 42.7 % object (see Q6 in Table 1 ). This further backs up the determined lack of transparency indicated by Q4. An adaptive design of SLAs is confirmed by 45.3 % of the respondents while 44.0 % do not share the same opinion (see Q7 in Table 1 ).
Experience in machine-negotiated SLAs state 30.7 % of the participants whereas a majority of 66.7 % does not (see Q8 in Table 1 ). Subsequently, 40.0 % of the interviewed CeBIT visitors trust automatically negotiated SLAs with the same level as written ones (see Q9 in Table 1 ). Besides, 50.7 % of the interviewed visitors do not share that trust. These results generally indicate that automatic SLAs are not perceived as to be a respected instrument. The central question concerning the topic of security in SLAs was skipped by 3 respondents (see Q10 in Table 2 ). 72.0 % of the answers show a high, 20.0 % neutral, and 4.0 % low relevance for security measures to be covered by SLAs. This supports hypothesis H1. According to hypothesis H2, 26.7 % of the responses agree whereas 58.7 % disagree whether the topic of security is being addressed appropriately in SLAs (see Q11 in Table 1 ). According to expectations from Grid or Cloud computing by the participants in Q12, the question was answered 36 times. Because of free text, only the most frequently given answers are documented. With 7 times "lower costs" was the most frequent answer followed by 6 times for "higher security / availability". Additional 4 respondents expect "more flexibility / scalability". Table 1 , 2, and 3 summarize the overall results. All percentages are rounded up to one place behind the decimal point.
Contingency Table Results
For further evaluation it is presumed that participants with DITO experience (see Q1 in Table 1 ) are supposed give more reliable answers. In addition, skipped answers are no further included. Considering trust, 48.8 % of the DITO users have high, 34.9 % neutral, and 16.3 % low confidence in external service providers (coherence: Q1, Q2; see Table 4 ). The mean value equals 2.20 and shows no difference in comparison to the whole population. Besides, from 42 experienced users 78.6 % of the respondents agree that SLAs support trust in DITO relationships (coherence: Q1, Q3). Here, no significant difference exists compared to inexperienced users. A positive coherence exists between Q2 and Q3. A majority of the experienced users have high or neutral confidence in external providers as well as support that SLAs support such trust in external providers (see Fig. 2) .
Additionally, 23 (57.5 %) from 40 skillful participants agree that SLAs provide a transparent specification of costs and services (coherence: Q1, Q4). Anyhow, the understanding of SLAs by experienced users is more technically oriented (coherence of Q1 and Q5). Furthermore, from 41 experienced users 23 (56.1 %) respond that transparent evaluation and report methods are applied by service providers (coherence: Q1, Q6). Considering the given 40 responses to adaptability of SLAs, 25 (62.5 %) experienced users agree (coherence: Q1, Q7).
Moreover, from 42 experienced DITO users 27 (64.3 %) are not familiar with machine-negotiated SLAs. In contrast to the general results 11 (73.3 %) of 15 who have experience with machine-negotiated SLAs and DITO state that these SLAs offer the same level of trust as their written counterparts (coherence: Q1, Q8, Q9; see Fig.  3 ). Therefore, machine-negotiated SLAs are mostly perceived as adequate if applied.
With regard to the importance of security in SLAs 36 (85.7 %) responses show high, 5 (11.9 %) neutral, and 1 (2.4 %) low relevance (coherence: Q1, Q10). Thus, hypothesis H1 is assumed to be valid.
For validation of hypothesis H2 the importance for security in SLAs and its adequate amount of consideration are relevant (coherence: Q10, Q11). Here, 64 answers are given to both questions in total. A majority of 38 (59.4 %) respondents do not agree that security is considered in SLAs appropriately while at the same time they see high relevance for security in SLAs. In particular, a more significant majority of 27 (69.2 %) of the 39 experienced respondents support that statement (coherence: Q1, Q10, Q11; see Table 5 and Fig. 4) . Thus, hypothesis H2 is assumed to be valid. Table 5 . Coherence between user experience, security consideration and relevance to SLAs 
Discussion and Outlook
The relatively small number of participants in this survey does not necessarily offer a fully representative conclusion. Nevertheless, the clear results -which are also profoundly supported by the experienced share of the participants -can be assumed to be a good reference to reality. Because a clear majority of the randomly interviewed survey participants already uses Grid or Cloud computing services indicates that distributed IT outsourcing is an important matter. Nonetheless, there is still potential to acquire new DITO customers. More clearly, as one of the respondents stated: "It is the natural path (Isaac Asimov)".
The overall high trust in DITO providers opposes present discussions on data security in social network services [30] . On the other hand, it sustains that users have strong trust in certain social network services [31] . Another example for concerns about data stored by external institutions is related to scientific data archives for long term preservation and / or open access. Researchers mostly do not like the idea to store content in data sharing environments because someone else could achieve something more significant with their data [32] . Such concerns affect possible developments on Grid and Cloud computing in the academic area and consequently the technology transfer process of Grid computing. Building up trust via security in SLAs will therefore unquestionably support prevalence of use of DITO services.
The aim of the German D-Grid initiative and of the project Services@MediGRID is a technology transfer from research and development to a commercially oriented level. Commercial -a service being paid for -also includes, in this case, the utilization of the D-Grid infrastructure as a product in the academic area. In the academic area DITO will be provided by academic IT service providers. However, as explained, SLAs are necessary as a substantial basis for the service provision. Hence, the further discussion will emphasize the requirements for SLAs by taking technology transfer into account.
Requirements for Service Level Agreements
Generally, hypotheses H1 and H2 are assumed to be validated by the conducted survey. Thus, security measures in SLA are important to establish trust between customers and providers of dynamic IT outsourcing. Nonetheless, those security measures are not yet embedded in SLAs. Figure 4 precisely refers to this matter. Similar experiences within the project Services@MediGRID show that the technology transfer lacks because SLAs in general and security measures covered by SLAs are still missing. For that reason the process of technology transfer, at least partly, depends on profound contractual conditions. In case of the biomedical area this necessarily encompasses security measures to be defined. Though a majority of experienced users trusts automatic SLAs overall, written contractual agreements are still preferred over machine-negotiated alternatives. This opinion is likewise supported by the inexperienced participants. It would be important to know the particular reasons for that matter, but that was not an objective of the survey. However, a significant number of respondents have a rather technical perspective according to Q5 (see Table 3 ). Because of the technical focus the qualification of the respondents does not sustain their judgment that automatic SLAs offer the same level of trust as their written counterparts. Notwithstanding, Grid science projects like D-Grid rely on the development of automatic SLAs. In essence, it can be deducted that the lack of consideration of written contracts in scientific Grid and Cloud computing projects interferes with successful technology transfer. Above all, it can be stated that automatic negotiated SLAs require to be covered by additional written general SLAs. Even though automatically negotiated SLAs are necessary for efficiently providing ad hoc IT services, a holistic approach is considered to include a general agreement as well. This backs up the initiative of Services@MediGRID to establish the use of contractual agreements.
Further, more general, requirements for SLAs can be derived from the overall results of section 3.1. This encompasses the common necessity of transparency which includes clear specification of costs and products -respectively of the DITO services. According to the results this aspect is already adequately addressed. Yet, transparent evaluation methods like reports still offer some potential for optimization. In the same way follows the adaptability of SLAs.
Outlook
Since Grid and Cloud computing as specific characteristics of DITO environments are relatively new, the technology transfer process has not been entirely completed in areas like biomedicine yet. With focus on building up trust by including security measures in SLAs it can be stated that present SLAs do not support that matter to a sufficient degree at present. This is an important indication because SLAs are necessary to build up trust in dynamic IT outsourcing. Besides, definition of the security measures is required as well. It can also be concluded that customers of IT services still rely on good old paper rather than on electronic agreements. This is required to be considered when it comes to implementing Grid or Cloud computing services successfully. Economic optimization, in the first place, does not include optimization of trust. Hence, the relevant steps toward trust have to be laid out in further research. First and foremost, in the area of biomedicine security in SLAs is necessary. Moreover, the technology transfer process of Grid and Cloud computing depends on obligatory promises by service providers. SLAs as an instrument for implementing reliability in outsourcing relationships are thus required for technology transfer in the IT context.
An interesting indication was given by 12 respondents. They stated that SLAs are technically as well as legally clear to them. Further questions revealed that these persons were originally coming from the field of law and gained additional knowledge in IT or are now working in a primarily IT related context.
Due to the fact that D-Grid has not yet established sustainable contractual relationships, the commercial IT association in Germany BITKOM has seized the opportunity by proposing the implementation of a German Cloud to the German federal government [33] . This might also lead to a major shift for support with IT resources in the academic field. Accordingly, future efforts of technology transfer of IT infrastructures have to be quicker in establishing general contractual conditions in order to be successful.
